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Data sets that are so large or 
complex that traditional data 
processing applications are 
inadequate to deal with them.


Big Data


Source: Wikipedia 



What’s being collected?










Data + Algorithms = Big Data 



$3.1T 
Source: IBM 



Data + Algorithms = Big Data 
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Data + Algorithms = Big Data 
Biased 

Delusions 







Encryption Works 

“Properly implemented strong crypto systems 
are one of the few things that you can rely on.” 
                                             - Edward Snowden




But so what? 

Email Content


Messaging


Phone Calls


Packet Payloads


HTTPS Content
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Recipient


Participants


Length
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Destination




Alice and Bob 
British Airways → Alice 

Alice is in Seoul 

“Seoul is so fun!” 

Bob → Cindy 

Cindy → Bob 

Bob → Hotel 

Cindy → Hotel 

Hotel → Restaurant 

Bob - £500.00 Hotel 

Bob - £230.00 Restaurant 

Restaurant → Hotel 

Hotel → Bob’s 

Hotel → Cindy’s 

Bob → Cindy 

Cindy → Bob 

Alice is in London 



Original: https://goo.gl/t08BiP
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                                             - Edward Snowden




Encryption Works 

“Properly implemented strong crypto systems are 
one of the few things that you can rely on.  
Unfortunately, endpoint security is so terrifically 
weak that NSA can frequently find ways around it.” 
                                             - Edward Snowden




Endpoints Suck 



Ancient Adage 
 
Two types of endpoints: 

•  Those who have been compromised 

•  Those who will be 
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Ancient Adage 
 
Two types of endpoints: 

•  Those who have been compromised 

•  Those who will be 

 

Old 

^ 

don’t know it yet 

^ 

One 

New 

Everything is compromised 



...and what isn’t has permission. 



Bob 

Home → Pub 

Bob is driving to the pub 

Check in at pub 

Bob - £100.00 @ pub 

9:00 pm / 21:00 

2:00 am / 02:00 

Pub → Home 

Bob is driving home 

Driving to work 

6:30 am / 06:30 

Insurance 
App 

(too fast) 

(too slow) 

(too carelessly) 



Your life has patterns 
...that produce metadata 



Your habits 

#irc 



Your locations 



Your interests 



Your friends 

Bob ↔ Cindy 

Same place, same time 



Your feelings 

[Candidate 1] sucks 

Loving this coffee shop 



Your appearance 



Your writing 



Your timing 



Pattern of Life Analysis 



INTERESTS 

FRIENDS 

FEELINGS 

METADATA 

HABITS 

LOCATIONS 



Personas 



Everything you are, do, or 
use is linked to a persona. 



If an activity wasn’t 
intentionally done under 
an alt persona, it’s linked 
to your true persona. 



Anything can link two 
personas.  Anything. 



Links are bad. 

mmkay? 



The Grugq’s OPSEC:  
Because Jail is for wuftpd 



OPSEC Refresher 

“Paranoia doesn’t work retroactively” - The Grugq 

For any persona: 

One account      - One persona       - One activity 

One phone no.   - One persona       - One activity 

One connection  - One persona      - One activity 

One home          - One persona       - One activity 

One device         - One persona      - One activity 

One location       - One persona      - One activity 

 



One anything else? 



One. Use. 



“But Dave, what about a _____?” 



One. 



Use. 



Other Options? 





Source: Reuters 



OPSEC Fails 



Bombing the Test 



Bombing the Test 

1.  Go to Harvard  

2.  Take difficult class 

3.  Don’t study for final exam 

4.  How do you get out of taking the exam? 

Email a Bomb Threat! 



Bombing the Test 
 
1.  Started up Tor 

2.  Emailed bomb threat (via Tor) to: 

a.  Two Harvard officials 

b.  Harvard Police Department 

c.  The Crimson (Harvard’s newspaper) 

3.  Went to take the test 

4.  Evacuated with other students 



Bombing the Test 
 
1.  Police determined the email sent via Tor 

2.  Looked at Harvard’s network logs 

3.  ID’d Tor users at the time email was sent 

4.  Knocked on doors 



Conventional Advice 

VPN = Privacy 

Tor = Anonymity 

Source: The Grugq 



There’s no one size fits all for OPSEC 



What about Bob? 



What about Bob?  #1 

1.  Lives upstairs from a cafe 

2.  Goes downstairs to use their wifi 

3.  VM on personal laptop 

4.  Does [activity] 



What about Bob?  #2 

1.  Drives across town to cafe 

2.  Brings phone but turns it off 

3.  Uses their wifi - with a proxy 

4.  VM on personal laptop 

5.  Does [activity] 



What about Bob?  #3 

1.  Public transport to park with wifi  

2.  Phone is on at home 

3.  Uses Tor 

4.  Separate hardware 

5.  Does [activity] 



Information Leaks 







Summary 

Assume everything is compromised 

Be aware of links 

Look at your own pattern of life 

Adjust your personas’ PoLs to be different 

Watch out for leaks where you least expect them 



Breaking Big Data

Evading Analysis of the Metadata of Your Life


Dave Venable

Masergy Communications


@davevenable



