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Country Botnet IP Address & *
¥ Brazl Mirai 191 xx xx 200
= Thailand Mirai 134 xx xx 84
¥ Branl Mirai 187 xx xx 127

Source: ‘Mapping Mirai: A Botnet Case Study’ (@Malware

echBlog)



el - ExclusiveRewards - Microsofl Internet Explorer

\GRATULATIO

en chosen to receive a
eway Desktop Computer!
n4 Processor 2.66 GHz

-SDRAM, BOGE HD, 48X CD-RW

or CRT Monitor {18-Inch viewabie)

o Claim Your FREE Desktop Computer!

e 3 Adware Punisher

< Scan Settings Privacy Recovery

Type Item Details

v] & Spyware cashtoolbar.com Spyware cookie - cashtoolbar.cor
v] & Spyware hitexchange.net Spyware cookie - hitexchange.ne
[V] & Spyware fastclick.net Spyware cookie - fastclick. net
i vl P Spyware fastclick.net Spyware cookie - fastclick. net
o | [V] & Spyware fastclick.net Spyware cookie - fastclick.net
LY i Spyware fastclick.net Spyware cookie - fastclick.net
? Chck OK to download our free software while browsing the site Favel | [V] A Spyware fastclick.net Spyware cookie - fastclick. net
= [V] & Spyware fastclick.net Spyware cookie - fastclick. net
vl £ Spyware fastclick.net Spyware cookie - fastclick. net
| OK ] [ Cancel ] V] 8 Spyware  fastclick.net Spyware cookie - fastclick. net
)' -E;ﬁ;l [V] & Spyware fastclick.net Spyware cookie - fastclick. net
tting Started | Features Contact Us | Help | It .I | & [Vl & Spyware  fastclick.net Spyware cookie - fastclick. net
v] & Spyware mediaplex.com Spyware cookie - mediaplex.com

N - el " Black
'/(1' " Roule

== :I}Slot

Checking |E cookies

® Internst

games ive, for Fun or Real Mongy. Chat with Others, 25% Deposit B

| 3 Online Paker Room T... 3 http:/jads1. revenue. ., are Punisher

- [

Sun 4/12/2015 11:55 AM

Internal Revenue Service

[!!Spam KSE]JPayment confirmatio

Aftachments | confimation_75991792.doc (58 KB); || AT

Dear taxpayer,

You are receiving this notification because your tax 1
Please find attached a copy of the approved 1040A {
On the last page, you can also find the wire transfer

Transaction type : Tax Refund
Payment method : Wire transfer
Amount : $7592

Status : Processed

Form : 1040A

Additional information regarding tax refunds can be
Please note that IRS will never ask you to disclose p¢

Regards,

Internal Revenue Service

Address: 1111 Constitution Avenue, NW
Washington, DC 20224

Website: http://www.irs.gov

Phone: 1-800-82S9-1040




(OU MUST PAY BITCOINS TO UNLOCI

R FILES HAVE BEEN MOVED TO A HIDDEN PA
ESSENTIAL PROGRAMS IN YOUR COMPUTER

AND YOUR COMPUTER WILL NOT FUNC _ Your personal files are encrypted! ts were encrypted!

— I . o B

YOUR BITCOIN F
1G6tQeWrwp8TU1q

[COPY THE ADDRESS
[CONFIRM PAYMENT BELO
FYOU DO NOT HAVE BITCOINS VISIT

F YOU HAVE MADE THE BITCOIN PAYMENT ClI

I MADE PAYMENT

PLEASE VERIFY
AND UNLOCK MY COMPUTE

B|B|C B Menu -~
-code!
N EWS ur special

Home Video World UK Business Tech  Science Magazine  Entertainment & Arts

University pays $20,000 to ransomware
nackers ACTORS le.

® 8 June 2016 Technology <: Share

JIGSAW RANS crvphe foreven)

1oy or damage vour files!




5

.

"

5

.

™

"

.

g,

™

.

g,

™

o

™

'y

™

"







-

-~

-

-~

-

r~

-

-~

-

r~

2

"

s

~

"

~

g

~

"

s

"

s

™

s

™

~

™

~

™

~

™)

~

™)

~

™

~

™










“‘Need to communicate” > Our competitive advantage

Big Data is no longer a problem nor a challenge

Machine Learning give us the perfect mechanism
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Transparency + Collaboration
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Change in Malicious Code or Payload




Countermeasure — Proxy Log Records

Time | IP | URL | UserAgent |...

2:45:00 | 54.62.37.10| http://www.google.com | Mozilla (... ..
2:45:01 | 68.62.37.10| http://www.yahoo.com | Mozilla (... ..
|
|

2:45:02 | 22.62.37.10| http://www.cnn.com | Chrome (...
2:45:05 | 59.62.37.10| http://xyfsfnweinfsfe.ru

Proxy Logs

One flow
HTTP(S)




Network Traffic Variability

Thinking Server |P
Time Address

02:45:01 185.163.200.15  http://chgk.ge/logo.gif?a99b4ded=-1449439763

02:45:04 52.28.249.128 http://gim8.pl/images/logos.gif?ed 13fa9b=-1269831060
02:45:09 195.157.15.100  http://althawry.org/images/logosa.qgit?ed13e406=-1587317730
02:48:59 192.185.190.9 http://www.bijibali.com/images/logof.qgif?2f18696=148149186
02:49:04 178.162.203.226 http://kukutrustnet987.info/home.git?228c09=9056292
02:49:07 173.193.19.14 http://173.193.19.14/images/xs.jpg?250695=9706068

Hostname URL Path/ Resource/ Parameters



Extracted Features

HTTP(S) based (~600):
 URL based — Related to n-grams of letters, distribution of characters, ...

 HTTP(s) request based — HTTP status, Ports, Up/Down Bytes, Referrer,
User Agent, Mime Type, ...

Offline per domain/IP (~20):
* (Global stats — user-domain popularity, ...

» External sources — domain age (WHOIS), ...



Legacy Approach

ZRE

Network connection Feature vector Classification
(flow)



Legacy Approach

ANVR7L

Network connection Feature vector Classification
(flow)



Normalized Entropy of Feature Values for 32 Malware Categories

Malware Categories

3 4 5 6 / 8 9 10 11 12 13 14
Features



L egacy vs. Proposed Bag Representation
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Asterope

hxxp://194.165.16.146:8080/pgt/?ver=1.3.3398&1d=126&r=12739868&0s=6.1—2—L8.0.7601.18571 &res=4—1921—466 & =1
hxxp://194.165.16.146:8080/pgt/?ver=1.3.3398&1d=126&r=15425581&0s=6.1—2—8.0.7601.18571 &res=4—1921—516&t=1
hxxp://194.165.16.146:8080/pgt/?ver=1.3.3398&1d=126&r=27423103&0s=6.1—2—L8.0.7601.18571 &res=4—1921—342&f=1
hxxp://194.165.16.146:8080/pgt/?ver=1.3.3753&1d=126&r=8955018&0s=6.1—2—8.0.7601.1857 1 &res=4—1921—319&1=1

Click-fraud, malvertising-related botnet

hxxp://directcashfunds.com/opntrk.php?tkey=02419730e2318553¢3e5342568a70300& Email=name.surname @ company.com
hxxp://directcashfunds.com/opntrk.php?tkey=c1b6e3d50632d4f5c0ael3a52d3c4d8d&Email=name.surname @company.com
hxxp://directcashfunds.com/opntrk.php?tkey=7c9a843ce18126900c46dbed4be3b6425&Email=name.surname @company.com
hxxp://directcashfunds.com/opntrk.php?tkey=c1b6e3d50632d415c0ael3a52d3c4d8d&Email=name.surname @company.com

Poweliks

hxxp://31.184.194.39/query?version=1.7&s1d=793&builddate=114&qg=nitric+oxide+side+effects&ua=Mozilla%2F5 . .. &lr=7&l1s=0
hxxp://31.184.194.39/query?version=1.7&s1d=793&builddate=114&g=weight+loss+success+stories&ua=Mozilla%?2F5 ... &lr=0&1s=0
hxxp://31.184.194.39/query?version=1.7&sid=793&builddate=114&g=shoulder+pain&ua=Mozilla%?2F5 ... &lr=7&l1s=2
hxxp://31.184.194.39/query?version=1.7&s1d=793&builddate=114&q=cheap+car+insurance&ua=Mozilla%?2F5 ... &lr=7&ls=2

Z.eus

hxxp://130.185.106.28/m/IbQFdXVjiriLva4dKHeNpWCmThrJBn3{34HNwsLV VsUmLXtsumSSPe/zzXtIu9Szwjl9zKIXdE ... 3RqvGzKN35
hxxp://130.185.106.28/m/IbQJFUV)gZn4vx4KHeNpWCmThrJBn31{34HNwsLV VsUmL{koPaSS+S+zzXtlu9SzwjI9zKIxdE ... 3vKwmkOoU1
hxxp://130.185.106.28/m/IbQJFUVjiJwIBX4KHeNpWCmThr)JBn3{34HNwsLV VsUmKH7ue2STvSkzzXtIu9Szwjl9zKIxdE ... 3vKwmkOoU1
hxxp://130.185.106.28/m/IbQNtV Vji5/7Yp4KHeNpWCmThr)JBn3f34HNwsLV VsUmLz4sO6YRvO;zzXtlu9Szwjl9zKIXdE . ..3zB9057quqv

Legitimate traffic 1

hxxp://www.cnn.com/.element/ssi/auto/4.0/sect/MAIN/markets_wsod_expansion.html
hxxp://www.cnn.com/.a/1.73.0/assets/sprite-s1dced3ff2b.png
hxxp://www.cnn.com/.element/widget/video/videoapi/api/latest/js/CNN VideoBootstrapper.js
hxxp://www.cnn.com/jsonp/video/nowPlayingSchedule.json?callback=nowPlayingScheduleCallbackWrapper& _=1422885578476

MALICIOUS
BAGS

LEGITIMATE
BAG



Parallel to Action Recognition




Invariant Representation™ — Overview

—i =
v Flow-based v
web logs = feature values =
: e L
)] _ _
e flow1l ~-==--=-m-=-m--m---------o-----—--- Vector of flow 1
o @ o eetettatetetetetatetatetatetatetatetaeiatetubeiubeiubeiubutel m
C O
o & o eieetettatatetatetatetaetateiatetutetuteiateiubeinbeiabetubutel
§ flow N J---ooooooozzzzzzzzzzzzzzzoozoozoof vector of flow N
-

feature values
histogram

feature

differences
IIII.""""‘ histogram

combined final |
feature vector

* Karel Bartos, Michal Sofka, Vojtéch Franc

1 — create bag
+ extract flow-based feature vectors

2 — create feature values histogram
3 — create self-similarity matrix
4 — create teature differences histogram

5 —combine into final feature vector

Optimized Invariant Representation of Network Traffic for Detecting Unseen Malware Variants. USENIX Security 2016
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Week Labels for Training”?

Small amount of reliable labels




Week Labels for Training”?

Large amount of week labels (blacklists, feeds)

Can we use them for training”? Mistakes?




Multiple Instance Learning (MIL)

o

+/= shows if a flow is
malicious or legitimate



Multiple Instance Learning (MIL)

flow-based labeling
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Multiple Instance Learning (MIL)

flow-based labeling
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* /crsate bags of fl\ows Proposed MIL\
M | L + (4) approaches
+ |3
flow-based labeling = )
(o )
- lassifier
|+ | - C
(1) ﬁlaCk“StS, feecﬂ (2) t 3 ) trained on bags

- - *l+ |G\ e - ) classify

; : E “ °2°\° %00 | flows _ %

- ® - |2 —> °© > R

- - - . ® & o gey

¥ °5 + (2 _° °

E :: Nt J

+ ® +

+ @-E- 4 - )

. - classifier Existing

é g trained on flows approaches

= w (3) ) dlassify

* + > flows >
+/= shows if a flow is ™ mistakes in
malicious or legitimate  flow-based labeling . / )

* Vojtech Franc, Michal Sotka, Karel Bartos: Learning detector of malicious network traffic from weak labels. ECML-PKDD 2015



Wide Classification Capabillity

Cryptowall

ttp://zerosums
ttp://zerosums
ttp://zerosums

tudio.com/Img5.php?z=smnk91cpnmd
tudio.com/iImg5.php”?z=sd04vutaog
tudio.com/Img5.php?z=snmotp2ye0x

Goznym Banking Trojan

ttp://ca
ttp://ca
ttp://ca

'Vezl
'Vezl
'Vezi

Rig Exploit Kit

{1
ttp://ds.revi
ttp://ds.revi

0://ds.revi

vefl.
vefl.
vefl.

€.CO
€.CO
€.CO

'g/inC

'g/iNC

ndcm.php”?gvo=miovibwds&pbhpuo=03625369&00...

Nlgz.php”?pmgl=wyynckyuok&nlm=vzhuhjachy&nptr...

rg/?x39Jc7iZL
ex.
ex.

O
O

Np?x3qdc7iZLBrGAoc=13S

NP "?h4SGhKrXCJd-oftSih1 70l

BrGAoc=13SKiPridxzFGMS
KTPric

\_/

b-ndDa9
xzZFGMS

/syajsg.php?Imtzkhhj=xmilzwgox&djax=1PhY8FI2NioY....

SMEX..

Jb-nd..

-xzsmTu2KV Opqxv
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How to Sample Training Data

1 day = +10 billion requests
(millions of users and devices)




How to Sample Training Data

1 day = +10 billion requests
(millions of users and devices)




How to Sample Training Data

. . O O (_ -
1.RANK the traffic according . O o
to the SCORE of statistical o © o, O
classifiers R R = + -
> S (WL O
| O
O
3. o
O O
O




How to Sample Training Data

1.RANK the traffic according .
to the SCORE of statistical o © 5 O
classitiers -

2.Take only TOP-N samples
as the NEGATIVEs

3.




How to Sample Training Data

1.RANK the traffic according
to the SCORE of statistical o ©
classitiers

2.Take only TOP-N samples
as the NEGATIVEs

3.COLLECT samples across O
longer time period O




Positive-Unlabeled Training’

POOL OF NEGATIVEs

‘@%= spy/known positive = malicious duck g* = benign duck

* X. Li, B. Liu, S.K. Ng: Negative Training Data can be Harmful to Text Classification, 2010, EMNLP



Positive-Unlabeled Training’

NEGATIVES

score/maliciousness

= X. Li, B. Liu, S.K. Ng: Negative Training Data can be Harmful to Text Classification, 2010, EMNLP



Classifiers



 SVM alternative — MIL representations: Challenge #1

 Random Forests

e Multi-class classification

tree depth

e Easy to train and run efficiently on big data

 Used prevalently for per-vector classification Lr




Neural Networks™

Used to classity the traffic on the level of users
input layer 18t hidden layer 2"d hidden |. 3" hidden

I I
I I I
http(s) traffic of John Smith extracted per-flow per-destination-domain per-user
feature vectors aggregated vector aggregated vector
user_j_smith google.com — | fo S e cR¥ ‘ “d
google.com/search —» fL.f. ... eR* | é‘réwe pras €R I I
gmail.com/check ——® [f.f .. eR* Q _ Q Q
: Sofo o R4
gmail.com/check ——» f.f. ... eR* o [ [
I I to be classified
. —> [ fofe €R¥ ——» in last Neural Net
| 100100100100 —»F . eRk Y- ]eRf |  foruser j_smith | layer
g- for 100.100.100.100
cnn.com > fofo o eR* Q C) G
cnn.com/news o fofo o eRk Lo cR“
cnn.com/images ———» f.f. ... eR j  Feaow I !
v . i i . . d
addeliverycom  —— [ cR* } O’ y - eR O Q
for addelivery.com
I I I
0 0 0

* T. Pevny, P. sSomol: Discriminative models for multi-instance problems with tree structure, 2016 9th ACM Workshop on Alsec with the 23nd ACM
Conference on Computer and Communications (CCS)
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TR | A . e i e L
' hxxp://cohostro|.]com/keyJjljogMM4MiwgIm YiO1AwLCA1bSI6IDI2ZM..
hxxp://coclouderx[.|com/peyljljogMjUyOCwgImY10O1AwLCA1bSI6IDI3..
hxxp://adminxhost.com/8a7668 14986811e486083c4a92db07ce
hxxp://findreek|.]com/cen?ag=de6b7{tbf8a767e8bdecbb805143bcab-2..
hxxp://199.182.165[.]105/c.phpi=DFuwjKoDU1IUNzF8Qnn%2F%2FQw..

hxxp://clickered|.|com/cex?s1=94b2ba8b0b59787b4609c64514baa26¢-81-0
hxxp://180.149.131[.|33/v.php?q=252043836&callback=)Query1 1020...

input | hxxp://lookfunnell. ]com/lr"sn 362edf9becb1bf79713d1cf131936afb-18-0
traffic ;; hxxp://lkckclckl1111]. Jcom/zKG2ZB 1 X6M5xt5¢1 Y 2xrPTEuUNyZiaWQo..

hxxp://109.235.54[.1162/m/IbQEZV VjipFdkBOKHeNkNuGBabgSr2z3..
hxxp://78.140.164(.]1160/1)lgXpP/~GLja7A3q/KqRSx+1s8kNC=/%2Bsl..

hxxp://masterproweb|.|net/images2/BD3006FB490CADF111E40696D3..
hitp://www.thespec.com/DependencyHandler.axd/LORIc2tOb3BNb2R 1b..

http://lwww.degruyter.com/assets/virtual/H4sIAAAAAAAAAKWSwUo..
hitp:/lwww.1001pneus.fr/ls/Y ToxNzp7czo0OUw Y WdlljtzO; Y6InNI Y X..

J

. Prefiltering :

-------------------------

hzmksreiuojy[.]in, b9gmjjys3z|[.]com, jaoohqvqda|.]ru,
oquwefl2egrebergbqwefg3 12qrggretg 132].Jcom, lkckelckllilif.|com,
x)jpakmdcfugel.|nl, regblcshl.]net, cilavocofer].]eu
skhhtcss.edu.hk, edkowalczyk.com, blkdmnds.com,
watdoejijbijbrand.nl, kdnlrklb.com, abcdefgtfddf2223.com,

llanfairpwllgwyngyllgogerychwyrndrobwll-llantysiliogogogoch.com



FEATURE POOL ..
L ] Malicious

i hxxp://cohostro[. Jcom/keyJjljogMjM4MiwgImYiO1AwLCAibSI6IDI2ZM.. |

| hxxp:/lcoclouderx[.Jcom/peyljljogMjUyOCwgImYiOiAwLCAibSI6IDI3.. |

i hxxp://adminxhost.com/8a7668 14986811e486083c4a92db07ce i

i hxxp://findreek][.|com/cen?ag=de6b7ftbf8a767e8bdecbb805143bcab-2.. ]

| hxxp://199.182.165[.]105/c.php?i=DFuwjKoDUiUNzF8Qnn%2F%2FQw.. |

: i hxxp://clickered|.]com/cex?s1=94b2ba8b0b59787b4609c645 14baa26¢-81-0 i

ENCrypted | hxxp://180.149.131[.]133/v.php?q=252043836&callback=jQuery 1 1020... i

. string in URL hxxp:/lookfunnel[.]com/Ir?si=362edf9becb 1bf79713d1cf131936afb-18-0
hxxp://lkckclckl1111]. Jcom/zKG2ZB 1 X6M5xt5¢1 Y2xrPTEuNyZiaWQ?9..

hxxp://109.235.54(.]1162/m/IbQEZV VjipFdkBOKHeNkNuGBabgSr2z3..
hxxp://78.140.164[.]1160/jjlgXpP/~Glja7A3q/KqRSx+1s8kNC=/%2Bs]..
hxxp://masterproweb|.net/images2/BD3006FB490CADF1 1 1E40696D3..

input 5
traffic % |

J

. Prefiltering :

DGA

-----------------------------------------------------
NN N N NN NN NN BN NN BN BN BN SN BN BN BN EEN BN NN SN BN NN BN SN BN S SN BN NN S SN BN BN BN BN BN SEN BN SN SE BN NN SN EEN BN NN S BN NN BEN SN BN S SN BN NN S SN BN SN BN BN SN BN BN BN S BN BN BN BN BN SN S BN N S

hitp://www.thespec.com/DependencyHandler.axd/LORIc2tOb3BNb2R 1b.. i
hitp://www.degruyter.com/assets/virtual/[H4sIAAAAAAAAAKWSwUo.. i

hzmksreiuojy/[.]in, b9qmjjys3z|[.]com, jaoohqvqdal.|ru, |
oqiwefl2egrebergbqwefg3 12qrgqretg132[.]Jcom, lkckelckllilif. |com, |
xjpakmdcfugel.]nl, regblcsh[.|net, cilavocofer|.]eu |

hitp://www.1001pneus.fr/ls/Y ToxNzp7¢czoOOUwYWdlljtzO; Y6 InNI Y X..

skhhtcss.edu.hk, edkowalczyk.com, blkdmnds.com, i
watdoejijbijbrand.nl, kdnlrklb.com, abcdefgtfddf2223.com, :
llanfairpwllgwyngyllgogerychwyrndrobwll-llantysiliogogogoch.com i



hxxp://cohostro|.]com/keyJj[jogMjM4MiwgIlm Y101AwWLCAi1bSI6IDI2M..
hxxp://coclouderx][. |com/peyljljogMjUyOCwgImY10O1AwLCA1bSI6IDI3..
: hxxp://adminxhost.com/8a7668 1498681 1e486083c4a92db07ce

Phishing : = [(553535555555555005550s5s0ssssssssssssssssssssssssssssssssssssssssssssssssssss ~

L el ] ~ Phishing + obfuscated URLs

—— o

Click-fraud

p ENCrypted N\ 1 | .
input . string in URL Inxp ‘//findreek|.|com/cen?ag=de6b7{tb{8a767e8bdecbb805143bcab-2.. i
hxxp://199.182.165].]105/c.php?i=DFuwjKoDUiUNzF8Qnn%2F%2FQw.. |

traffic ) '
: hxxp://clickered|. |Jcom/cex?si=94b2ba8b0b59787b4609c645 14baa26¢-81-0

. Prefiltering

. Malware (C&C) hxxp://109.235.54[.]1162/m/IbQEZV VjipFdkBOKHeNkNuGBabgSr2z3..
L . T et iaeriariaaraaraaaraaaae 4 T e reeeeseesaaereeaaaaa . h.x.X]).//78 140164[] l60/JJ1qXpP/NGIJa7A3q/Kqux+lbgch=/%ZBbI
hxxp://masterproweb|.net/images2/BD3006FB490CADF111E40696D3..

T r—N e - N

hxxp://lkckclckli11]. Jcom/zKG2ZB 1 X6M5xt5¢c1 Y 2xrPTEuUNyZiaWQ9.. i

——————————————————————————————————————————————————————————————————————————————

i ogjiwefl2egre6ergbqwefg3 12qrggretg132[.Jcom, lkckelekllilil.Jcom, i
i xjpakmdcfuge[.|nl, regblcsh[.]|net, cilavocofer|.]eu E

i | | http://www.thespec.com/DependencyHandler.axd/LORIc2t0b3BNb2R 1b.. i
i watdoejijbijbrdnd nl kdnlrklb com, abcdefgtfddf2223 com, i | http://lwww.degruyter.com/assets/virtual/H4sSIAAAAAAAAAKWSwUo.. |
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Active Learning — exploration vs. exploitation

W
w

EXPLOIT KIT

>
| BANKING TROJAN

L —
[ RANSOMWARE \
| AR INFORMATION STEELER :
l CLICK FRAUD I
: DATA EXFILTRATION |
| e AD INJECTOR l
|
|
|

detections }: ¥ ;&;
/%

| A
\

-

partial labeling

\_1 ________________ '

newly labeled + in/correctly classified samples



CTA Classification and Learning Loop

data stream

/ ___________________________________________________________ \
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/
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CTA Classification and Learning Loop

data stream

c é ____________________________________ % ____________ A detections
| e .
) e bbby \ —_ I i/ \

[
I
: [ [ / \
I classification I - !
I . I
R ———— | detections | fCt'Ve, i
| I I
11 general | )I =arning I
P Wal | S “ S |
1 classifiers 1 - »
I N /{7 learning Specific I
B R . loop malware |
o . R N labels |
11ospecific v Tl :
11 multi-class <€ ;
11 classifier* | !
N o |
L ) |
N 7 )

——— — — —— — — —— — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

N

——————————————————————

* We use SPARK to train the model (with 200 CPUs it takes approx. 1-2 days)



 Automatic retraining of the classifier

 pbased on new samples in already observed categories

* new category is discovered

Performance
evaluation

Performance :
evaluation |

Performance |
evaluation |




Real Litfe Example
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DNSChanger



= Total MIL Incidents . Coherent Behavior #1 M Coherent Behavior #2 M Coherent Behavior #3
100

75
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-  1week



http://tablezip.info/u/?a=00rhl9LvTtd2301AbA3AbB0oS08fcVOUsugrwSrOwFXaS87gzBW-4IPF2BrMs5hXuJAvufgwl20NI-wRdETcfSvq1NpuSF-IxktWkjf2KWchub6T1qVjkviJjippKgH1wfaXVJBkkrR1VebQHWYFxfMq6QCLIgm3x9WdMONQj2SIk6bN3XJytSGOl
koopzVCDRPeoMXJLeicx]NrFfjGPPYsYaqZ6tcgAc5tUTiWIeKtFOVMtJt20p28bpfH5p6X_h0QgyVAFysG_mqSqlSuFVN9c1wQFAgfaw2n3ydikujUYWcZ87RipjhjUJ_vLY6_nS04ecmAEANME1evmtulL4KXVybQLYEnRZhob-z7NXvmW9kPVWfgbhdwlLch_XSYcY1:
Wi38IbnIRIKipZjXtwAfuMn5VMDyUwy6gEyBoOXA8Nc2RnbaFNoj37buEXhZleS-qWrJvxT5VKk3hcFu40OCFYWat-sCacDRQktkOFo6KShVOGulPgP4LSJDDlaF_jgTQO9J8WfJhGHFB_-vgkBK5yKMaR9zTrLW13EeilEWE7UpnUVGrcjgZQJRX6x30_MUIRHJChALUb:

() 0 }-4 /1 alatd'@aT.NS A [) L - = as WIATINAIYYVIR

(O AN/ \ /] L(VDILA ) & - a - DOAALD aa (VA I\ /11 A anasl) L i Vial® ~

p: .easypop.lﬁ o/u/:

a=SKA3fIn2V9Pygoh80AFd4tR809WrWauz08ejnJeiA7HcmBgz7iROLSXVupTV4Zq0KjfGtN6zkFOqTQwrxZsSbHfo3z5pNfjxkLtX _cONYOLRF5JFen_fzGs

0YU6cCgz60MqogR8OLRO2NBhsu6HIMLAIOPIXX8XsKkbbpWcrqu2z4-
oPnBei0Fuj9rnSGgUIx2sUMj6KzDP6PEgdswXt _VQodAyHo9DjmB9w5xGLD3pl7sIsPEvhZg5RDVzbLf03rpgsL1lx-

QwGA91qV9WxraPkERXQ3Wh5Bq3Ftl7euZke-HzQx~-
QpNE9tQtxIu_uFGcIPAAzhfaPTiimRN4cPfBL3YvXaXJr52Q6fnlMh18DeV4AC0GzTZ13DPY6JKI62TfA6J4f1xZxPFonYLRX1s8s0ogTUtPLRgcLFHUfC1iChoZ

ax59gr8m94F70YoTej 1 fttAHA7L0JzGGGV40f_7YcgUOAmMS5CLbiGFpOyLGL_YyMX3pUiHd126UL8dnMPW4QMYbVur4dZVMc3rAgClsJWVT-V_6es6dm-

G2cuYufwXrzWaef6o8_ fpvpRg711ln6FUl_1l1llamotkD4-
uIFpUJTZwUny79PfgwwS1n_3xWV1sCxWw9uHHhgcknFeflilDPqP5eIq__KPc2h_aZaMH2FdJBDrMybMMpvPYKYKsrT30BNVyTgPg5ncMYCFDdjxxSN-

y8HhxWj5ajB3Mw-euEKeoZAtx_vv-
lotvXeWfdJO _vI9ZfnIjuVHbITagARPntiV9cC733IZa3ChsApBK6y56p0csh3DCLUS4LLL683Aww]KpL5ehCcpj0tOpebT-

GErhT2kN_DbtigbG6rgqevrFCoViKv1IPUNW1mp-wTnnNuEpc9x_ykcydASp5srVsrZ

&c=zfVypc6VB7vBHYzfgPwLWY-DCAREZ82hzq3QMMLCT3NQxc7sLKeSstFxzCDHsCBz9VcuQl-MDBM3ZsQ8DKmlyqEkgwIE~-
JXVjsBsGjvE6Yd7v1lCm_C7gdOM2qvIpOMiQ8gpceMOXH1i131NfpIMEOf81HRwZayU8ur7 fuRVSecIFvmm8gEUSmtM6YSYVWKqcMUOYLO7xghihVC1iAmbMTKI1
1d95UXLt0-6XeLFayjFPpblleiBrmfZk850Kp1l7Nzw3qhqcFPhduD5m0lwgHa2qaOMn3WIXhjWNFhdGRUsB911DyDFYDMPKSvc199YDPbzJ3X7rCIKibnYEM®O
QJaWlPvYPrWfBUlzZelkLx_cODNckrw6Tze6mlPp4LCTRDmMqgEW37gnoAgPfIXPpdWEtIddYWLlb7SJSj4ugMZWYi1iVkkUMs54XG1lgSVTTldYj8milXKLTGyJRe
JdxpOw9Mpwb9Ron98mcP-
BiT9s14xV9gfsB8LtOvcL6s5wHo5Uow2HTAWXndFbAdEjt1jv01BVgyVzzvqV3hkIgn_TNZcckusf5qvPH6YHj167I6Cyef6c6rOycaz8eulPrdAOTxFN1lpf
kRvaTnskV2XoZ5mAjcw3_bYFSSHAgPzWL1Cu2uj3ftqrG911Sx_oeqSHRoNwe2YhYIJH9vZpSfSBWnCCvgC5pJK_lvpsIrux@rPlsBng3i5¢crHM7MrBtUXNel
pmQurqDdgfhMDbheG5437gtBjUZP41KVuX6aqAzhL103FpogZ14Uj1H1iLPXbVG5xaS3k10CYKOHwv_vP5gB8X0JtC5QU1i6_TGWWdXY-0YJs4qU-2dWRHrjmylI

6cmt5LIEE7RPBKMEA8 fR3wmxbAzm8g9Z2RqrhJKKEmxWQxGk000C5Qtsqrre4R_Q7ajwo21bAQaP3tD

&r=2667415679646581680

ROdUdMo662eGLxtShrrkrleluWXdbB8m6VA24F|8blUs8SHfb8Baeq1jKDNoelg8ZTIfDXUwjoOFfaie7XWpTfhkrTIFGFb5z3bn8v8mIWXxXYf6RsIpzyBkOvUCBDD2d31YeXZIwhWILtONQjx4ZL3ICMzxq0d-dO96Ki_Yc54p67740UR2JoeM6XnAJ50zuStbB4ks317Cl
uLxTUINgFVskWmePNfxArYullT2bj7L8iyrpgTqYXi_JMVCEmMKHAJaTPYst-tBeFOLyWD-VN4b0j1Y7Ndjql9J7s1ToXIfc67WQoNeU33cb62uQIOBIUX7TvBGGYQXbrf1sSCoOvKtbbBbawpr_pJNb7&c=IPgkCFMgPHJwvkib86tLGx5qRdhcB5SqeQLh3AL13Ug_6Xpl
89HEG6tT1wQz97Mryjly7F_OnPAxIzelvXSAcfVCX0Bdevv5-Vw5psnFASIZIDSaoFcJloyuhQ99pUYcEYg5TtNAFLt8BRQ5FcOkDLCCSE32WYSO7KRru_2d7LSAjPr5pXZnCMuj4l_gNuBNmQruyticBnjBODXjuPdkhPuckKTr1Zewd71iy)5qPV{1Zz837QBKPH5aSXsvJZf
QCK40HKfA7Eevht8fIXtwa2adNRkU4Q9MpowXxxVfrlVosleASBSByYATAVV|SLCzgGJarD535CXghRMagv1GCO4yUuasn7iluYNWRFgDKOE-B2VIe1XCGMHGrOMNS1pnD5KT3W1G9rXYb2m2692p_jOFcqM-G6jfYLvrG9sxc8YkY-FAOD_Xj4zIdQExXY6MwQMMNSE
38yg7QzxWJ7-3WVO-LOE_mUWmwm-G5dYRxQ6EG0dS2ZsDJtV19dU7rFhuyyXk6pgk4dbMLkoCVD4FgANwWC1BmMSNVeECHVIKOilshsCOvMnCWMXB43Px657Hy7uWBMykyGFUxOUQYYqjc8BRqpPAYyLAMGV2HgXhHIILTGe4jzLIP-4HYh4utsY2V{&r=71640759;
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Thanks to Ross Gibb (Cisco AMP Threat Grid)!
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Thanks to Ross Gibb (Cisco AMP Threat Grid)!




http://finhoome.info/u/ 7 2=kLz-Yckq(..)&c=fPOnv(..)&r=987(..)
http://domenjob.com/u/“==D-2n5k7(..)&c=vTB5(..)&r=589(..)
http://domenjob.net/u/ " 2=gk7BKV9(..)&c=mo6V(..)&r=327(..)
http://listcool.net/u/ 7 =jWbHS0beZ(..)&c=be2((..)&r=0684(..)
http://listcool.info/u/ 7 ¢ =J5DM4nrA(..)&c=rASU(..)&r=911(..)
http://usafun.info/u/ " ©=S42YFQPC(..)&c=YFQP(..)&r=769(..)
http://realget.info/u/2=fDrS_9vLG(..)&c=GMO-(..)&r=528(..)
http://alwaysweb.info/u/ 2=G3ZGDb(..)&c=wNR4(..)&r=781(..)



Ads Gone Rogue



http:// /[cVERg.htm?
1=1475373009865&p=3&r=313449&v=0.0013&h=0&k= https%3A%2F
%2Fwww.google.com%2F &f=1920,1080,1,1920,1080

http:// [asddsf.php?
~ 750352&v=direct&siteld=1299913&minBid=0.0&popundersPerlP=10
http%3A%2F %2Fonclickads.net%2Fafu.php%3Fzoneid%3D699158&docref=&s=

http:// /
kKifg.htm?k=1474870164116&n=3&a=24892&c=0&x=0&m=&t=http%3A%2F
%2Fvidup.me%2Fswb6jvd1g05ye&y=1440,900,1,1440,900

http:// [TV.asp?
g=1474398263431&e=3&s=1153313&f=0&I=0&k= http%3A%2F
%2Fonbokep.com%2Ftag%?2Fvideo-bokep-indo%2F26177%2Fpage
%2F3&w=720,1280,1,720,1280



http://www.xxyafiswqcqz.com/ZITVK.swf > popads.net

http://www.xxyafiswgcqz.com/JQK.swf Flash file (4.2 KB)

http://www.xxyafiswqcqgz.com/a.swf Zlib compressed

RIG Exploit Kit

bbd6e73b1eb7415¢c563c5ab3
4b4992b5

http://www.higygtvnzxad.com/Ysmcib.swf
http://www.higygtvnzxad.com/UCTpvP.swf
http://www.lbypppwfvagq.com/qPDps.swf

http://www.lbypppwfvagq.com/ciGkKKZ.swf Detection ratio: 16/ 54

Analysis date:  2016-11-02 11:20:47 UTC

Thanks to Ross Gibb (Cisco AMP Threat Grid)! & Avast Team!
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Automated lhreat Hunting



Initial Malicious Tratffic (training) . New Malicious Traffic




3X more aetections



Tracking hundreds of malicious
campaigns



SO



Designed representation
invariant to rapidly evolving
malware



| arge scale learning
from weak labels



Active learning for automateo
malware tracking



Millions of users

Tens of thousands of infections



What got us nere
won't take us there.



Any more
haystacks?

1T hanks!

Veronica Valeros

vvaleros@cisco.com

Karel Bartos

kKbartos@cisco.com

L ukas Machlica

lumachli@cisco.com
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